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  APEC Manual of Maritime Security Drills and Exercises for Port Facilities


	Drill
	D1-05

	Category
	Access Control

	Type
	Personnel checks

	Subject
	Entry by Contractor with expired long-term pass

	Security Level
	1 or 2


INTRODUCTION

1. Access control is a primary security measure employed by all port facilities. This comprises perimeter security, and personnel and vehicle check. The effectiveness and integrity of these access control measures depends on the effectiveness and proper use of the hardware as well as the diligence and alertness of the security staff. 

AIM
2. To enhance the proficiency of port facility security staff in the control of access to the port facility. 

OBJECTIVES

3. Security staff to conduct identification checks according to procedures in the PFSP.

DESIRED OUTCOMES

4. On completion of the drill, port facility security staff will be able to:
· Apply the correct procedures for personnel identification and verification.
· Deny entry to unauthorized personnel.

RESOURCES

Personnel

5. Control Team
· Chief Controller – This can the the PFSO

· 2 x contractor staff – They should be familiar to the security staff. These persons should be holding on to passes that has just expired. 
6. Players

· Port Facility security staff. 
7. Safety Officer – The appointment of a safety officer for this drill should be considered.  However, it is not expected that safety would be of special concern during this drill.

Material

8. Props

· 2 x expired long term contractor pass to be used by the contractor staff.

9. Personnel/baggage scanning equipment, if any, is in working condition
10. Communication

· For players – The existing communication infrastructure will be used. 

· For Controllers – Mobile phone as preferred means with walkie-talkie as back up. 

11. Others

· Refreshment or meals – if required

· Room for briefing and debriefing with computer, projector, screen and chairs

· Stationery for note taking 

Budget

12. Funding may be needed for the following:

· Employment of contractor staff

· Making the expired pass, if necessary.

· Refreshments for debrief.

· Reimbursement of expenses incurred by controllers or staff, if any. 

SCHEDULE OF EVENTS

13. Refer to Drill Announcement (or if there are changes, an updated Schedule can be posted here)

SCENARIO

14. Contractor’s staff, issued with long term pass, with valid reasons to enter the port facility will attempt to do so with expired passes.

TASKS

15. For Controllers:

a. The contractor’s staff will follow the normal procedures for entering the port facility but using an expired pass.  Both persons should have legitimate and valid reasons for entering the port facility. 

b. Staff 1 will have other valid ID documents that can be used to exchange for a temporary pass, when asked.

c. Staff 2 will not have any other valid documents and will provide the excuse that he/she “forgot’ to bring any documents in the rush to get to work.  

d. Both staff should have valid passes to gain entry after the drill. 

e. The Chief Controller will conduct the drill in accordance with the events listed in the Master Events List.

f. The Chief Controller should position himself at a suitable location to discreetly observe the proceedings.

g. The Safety Officer, if appointed, should follow the security staff as they carry out the drills. 

16. For Players.  Security staff is to follow the established procedures for dealing with contractor staff.

MASTER EVENTS LIST

The timing of the drill is not critical. Expected response column is just a guide and should be substituted with existing standard operating procedure of port facility.

	Serial No
	Time
	Event
	From
	To
	Means of Delivery
	Expected Response
	Remarks

	Date:
	DD/MM/YYYY

	001
	0900
	All participants in position
	
	
	
	
	

	002
	0905
	Drill commence
	Chief Controller
	All participants
	Walkie Talkie
	None
	“Drill Start”

	003
	0925
	Contractor staff to attempt entry
	Contractor staff 1
	Security Staff
	Visitors to physically visit the pass office to obtain pass.
	Did the security staff notice the expired pass?  What actions did they take?  Were the actions in accordance with procedures?
	Expired long- term security pass

	004
	1015
	Contractor staff to attempt entry
	Contractor staff 2
	Security Staff
	
	
	No other identification document

	005
	1100
	Drill completed
	Chief Controller
	All participants
	Walkie Talkie
	Dispersal of personnel/ equipment 
	“Drill End”

	006
	1130
	Hot Wash
	Chief Controller
	All participants
	
	N/A
	


TERMINATION
17. The drill may be terminated under any one of the following conditions:

a. When both contractor staff have been allowed or denied entry in accordance with established procedures.

OR

b. When one of the contractor staff has managed to gain entry into the port facility using the expired pass.

OR

c. At the Chief Controller’s instruction.
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